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the email from the person using Varavara Rao’s email account, he was actually opening a link to a
malicious command and control (“C2") server - see Image 3.
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not sure what the issue is... i am not too good with computers!
i remember someone told me about dropbox which works in my phone too
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Image 1 — o

www_dropbox.com/s/87uw538ccja27v4/another%20victory. rar?di=0

Image 2

<a rel="nofollow" shape="rect" href="http://185.106.122.233/another¥28victory.rar" target="
poLank >www_dropbox, comy s/87un>38ccJa27va/anotherr2oyictory . rar2el=a</a>

Image 3

Arsenal used a variety of techniques to determine that Mr. Wilson's computer was
compromised by the same attacker between June 13, 2016 and April 17, 2018 - just over 22 months.
Rebuilding the partial chain of events involved in the compromise of Mr. Wilson's computer (as well
as subsequent attacker activity) was quite challenging, in part due to a mixture of both legitimate and
illegitimate use of secure deletion tools such as CCleaner, Quick Heal PC Tuner, and SDelete.
Rebuilding these events required the use of Arsenal’'s own digital forensics tools.®

Arsenal recovered five NetWire samples from Mr. Wilson’s computer - two within wrappers1©
on the active file system, two within wrappers in Quick Heal antivirus quarantine folders, and one
which was running during the last Windows hibernation on January 14, 2018:

NetWire Samples on Active File System

Full Path on Windows Volume NetWire Version Wrapper Date/Time (UTC) Host Id

\xampp'\xmpp_Signed.exe v1.6a Final 04/27/2016 02:06:42 1.6_R1 _14.06.16

\Users\Owner\AppData\Roaming'unity.exe vl.6a Final R4 07/27/2016 04:01:54 R4 _01.08.16
Table 2

2 For example, Hibernation Recon allowed us to extract crucial metadata from the slack space within Windows hibernation
10 Executables that would hide and inject the NetWire executables embedded within them
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